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Figure 1  Overall structure of short message service (SMS)
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Figure 2 Procedure of authentication for App users logging in
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Figure 3 Procedure of authentication for App users resetting passwords
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Figure 5 Tree model of authentication process in mobile application
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Figure 6 Classification of mobile applications
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1. <div class ="text area" >

</h1>

3. </div>

4. <div class ="opr_area" >

5. <p class ="btn_area btn_area_inline" >

/] ican BRELN A

1. function  ican(opt){

showEle(ele.querySelector (".deal"));
if (opt == "email" ){
"

1
s

é.\‘,@#":“."’!\’

2. <hl class ="title" > & i FHlL5<em class ="js_ mobile" > </em> H Fij EA RE % Uk & {5 7

6 <a href ="javascript:next()" class ="'bt n btn_default" >AfE</a>

7. <a href ="javascript:ican()" class ='"btn btn_primary" >RBEWEEIE</a>
8. </p>

9. </div>

10. <script ~ type ="text/html" > reportData+="& p0=1"; </script>

/* some code  */

var ele = document.getElementByld(steps[current]);
hideEle(ele.querySelector (".question" ));

~

K8 kIl G A EIEI R 2> htm] #4)45 ican bR %K

Figure 8 An html and javascript code segment for retrieving password and ican function
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1. function go(report){

2 if (report) reportData += report;
3. reportFunc();

4. setTimeout( function(){

5. if (href) location.href = href,

6. }, 300);

7.3

8. function reportFunc(){

9. wvar img = new Image ();

webreport\ 7id=11940&c=11" + reportData;

\J13

>ARATRAEIE <em>FAHLS HERRUERS <em> BRMHE </h1>

/

1. <div class ="deal dn" >

2. <hl class ="title"

3 <p class ="btn_area" >

4. <a href ="javascript:go('&p2=1")" class

5 </p>

6. <script type ="text/html" >reportData+="&
7. </div>

/* some code */

10. img.src = “https:// support.weixin.qq.com/cgi- bin/mmsupport - bin/

="btn " > FIE{E IR E R </a>

pl=1"; </script>

9 AR S; html i AR go BR%L

Figure 9  An html and javascript code segment for confirming requests and go function
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GET

&pl=1& p2 =1 HTTP/1.1
Host: support.weixin.qq.com
Cannecti on: keep -alive

Accept-Language: zh-cn

Accept-Encoding: gzip, deflate, br

/ cgi - bin/ mmsupport bin/webreport? id =11940& c=11& p10=c176add341a841321a99f72774e1b87b 1585720693&p0=1

Accept: image/ png,image/ svg+xml,image/*;q=0.8,video/*;q=0.8,*/*;q=0.5
User- Agent: Mozilla/5.0 (iPhone; CPU iPhone OS 13 3 1ike Mac OS X) AppleWebKit605.1.15
(KHTML, like Gecko) Mobile/15E148 MicroMessenger/7.0.11(0x17000b21)NetType/WIFI Language/ zh CN

Referer: https:// support.weixin.qq.com /security/ readtemplate? t=page/login_optimized__ w_index&ang =zh
_CN& rid =c176add34fa841321a99f72774¢1b87b_1585720693

HTTP/1.1 200 OK

Content - Type: te xt/javascript

Content - Type: text/html; charset=utf- 8

Cache- Control:  no-cache, must -revalidate
Connection: keep-alive

Content-Length: 45

window.reportret =0; window.reportmsg ="all ok"

B0 isRks s I Htps $dmiisk (B Hms CF)
Figure 10 Captured raw data of Https request (top) and response (bottom) when successfully logging into WeChat
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Table 4 Extracted data of Https request when resetting password in Alipay

sk 4 fedrE AT (D kR
clientsc.alipay.com GET 1.21/19.0 Serveid. authorizeToken. donotCloseHS. walletVersion. autologin. callback
clientsc.alipay.com POST 1.28/0.543 ackCode. bizTokenForSecurity
clientsc.alipay.com POST 2.55/0.810 newPassword. bizTokenForSecurity. envData
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1
2
3
4.
5. </div>
6
7
8
9

. </div>
/1 yoctofil % canGetAckCode
1. yocto( '#canGet AckCode).on( 'tap'

if ('ackCodelnstance) {
// set ackCodelnstance
}oelse {
/I send ack code

}

1)

CO.“’.\'Q.U‘.“P"\’

. <div class ='am-ft -1g am ft - gray" > FHL S
<span class ='J-country -code am ft - black" ></span>
<span class ='am ft -20 J-mobile-phone ft -strong -1 p-tl am ft - black" >

132 %55%%468 </span> PAE B 75 M 1S ?

<div class ='am butt on-group" role ='group" aria -label =" #fEH412H >
<button type="button" id="canNotGetAckCode"class ="am button white" >AsfB</button>

<button type="button" id="canGetAckCode"class ='am button blue" > f§ </button>

, function () {
. yocto( '.p_valid ateMobileGuide' ).addClass('fn -hide');
yocto( '.p_validateMobile' ).removeClass('fn -hide");

BT HIml B B ORI 822 html P50 AT yocto fil A

Figure 11 A code segment for retrieving password and yocto operation

/POST /account/checkAckcode.json HTTP/1.1 )

Host : clientsc.alipay.com

Accept : */*

Accept - Language : zh-CN,en- US;q=0.8

Accept - Encoding : gzip , deflate, br

Conte nt - Type : application/x- wwwform - urlencoded

User - Agent : Mozilla/5.0 (iPhone; CPU iPhone OS 13_3 like Mac OS X) AppleWebKit /605.1.15 (KHTML, like

Gecko) Mobile/17C54 NebulaSDK/1.8.100112 Nebula WK PSDType (1)

AlipayDefined (nt:WIFI,ws:414(832[2.0) AliApp (AP/10 .1.90.8000) AlipayClient /10.1.90.8000

Langua ge/ zh- Hans Region/CN

Content - Length : 100

Connection : keep -alive

ackCode =7730& bizTokenForSecurity =wallet 20010%7C5ae275¢6 - 919¢-4901 - b19e - e6b7d7b85850%7C15857223
\78598 )
4 N

HTTP/1.1 200 OK

Server : Tengine/2.1.0

Content - Type: application/json;charset=GB18030

Transfer - Encoding : chunked

Connection : keep -alive

Strict - Transport - Security : max -age=31536000

Content - Language : zh -CN

Set - Cookie : spanner=BuEH+zeKzqn mYTIGX4QBolhBGRnS1ynU;path=/;secure;

Via: spanner - internet -5318.etl5S [200]

{"stat ":"ok"," loginld ":""} )

12 %/ LAY HTTPS Sdiigsk (1D Hmi CF)

Figure 12 Captured raw data of https request (top) and response (bottom) when send authentication code in Alipay client
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C/ B2 fresetQueryPwd  BR%L
. function  resetQueryP wd() {
yocto.ajax({
type: 'POST',

1

2

3

4

S. timeout: 10000,
6 data:

7

8

9. envData: envData

10. }

1. success: function (data)
12. if  (data.stat
13. else { //fail }
14. %,

\5.}

url:  '/accou nt/resetQueryPwd json',

newPassword: alipay.security.products[ 'newPassword' ].getRsaPassword(),
bizTokenForSecurity: yocto('#sp').val(),

= ok’ ) { //success

1
s

(1 wp et
{

"authorizeToken "

"smsAuthFlag " : true,

"stat " "ok"

"loginld " "
"showType" : "confirm"

-~

"wallet_200107f34f018-b7bc- 4dde- 9d9f - acc292439f141585722377891",
"resultMsg " - " A FEIK 5 e 34 SN S48 S RBAE X ARG TR, Ui

"callback " :,"https: \/\/www.alipay.com \/ webviewbridge ",

& 13 resetQueryPwd ¥ 35825530 43 15 i 45 25 i B 3 A4
Figure 13 A glance of resetQueryPwd function and response body
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Figure 14  Overall experimental results
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Figure 15 Relations of Apps whose authentication process
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Figure 16 Relations of Apps whose authentication process can be
directly bypassed
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Figure 17 Detailed results under different authentication
requirements and App categories
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Figure 18 Comparsion between domestic and foreign Apps
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